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Unprecedented Enterprise Visibility

You can finally eliminate the opaque network by identifying encrypted traffic, rogue nodes, loT devices, and BYOD systems the
moment they communicate on the network. This situational intelligence turns the network into the most comprehensive and
high-fidelity data source available, all in real time.

» Auto-discover and auto-classify all connected devices, including » Access an entire set of L2-7 data for a transaction, including
segments that agents and logs don't address context and dependencies across tiers, in one event

» Easily focus extra attention on critical assets such as databases, » Analyze 40+ protocols, decrypting SSL and perfect forward
AAA and DNS servers, executive laptops, and R & D systems secrecy (PFS) traffic
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support the most common security and eses oo .Z_ . - N ...
compliance use cases. :

» East-West Traffic Analysis » Custom analytics for rapid deployment

» Ransomware Detection of new, real-time metrics and triggers

» Automated Threat Hunting » Hybrid Security Monitoring
PROACTIVE SECURITY » Anonymous sessions and weak ciphers » Public and Private cloud usage
USE CASES . . . .

» Vulnerable certificates (expiring and wildcard) » Pll and clear text transmission

» Insecure protocol usage (FTP, telnet, POP3, » Encryption and Cipher Strength

IMAP, and SNMP v1 and V2) » Enabling GDPR Compliance
» Outdated transport layer security protocols » Continuous Packet Capture

(such as SSLv3m and TLSv1.0)

WIRE DATA PROVIDES HIGH-FIDELITY TRANSACTIONAL EVIDENCE TO ENABLE THE
EVOLVING SECURITY OPERATIONS CENTER (SOC).
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PREMIUM

For mature programs needing
encrypted traffic analysis

and integrations

FEATURES
Security Anomaly Detection
Global Index & Search
40 plus Enterprise Protocols
+ Decryption (SSL & PFS)
+ Integration & Automation

ABOUT EXTRAHOP NETWORKS ‘=@ ExtraHop

ExtraHop is the first place IT turns for insights that transform and secure the digital enterprise. 520 Pike Street, Suite 1700
By applying real-time analytics and machine learning to all digital interactions on the network, Seattle, WA 98101
ExtraHop delivers instant and accurate insights that help IT improve security, performance, and 877-333-9872 (voice)

the digital experience. Just ask the hundreds of global ExtraHop customers, including Sony, 206-274-6393 (fax)
Lockheed Martin, Microsoft, Adobe, and Google. To experience the power of ExtraHop, explore info@extrahop.com

our interactive online demo. Connect with us on Twitter, LinkedIn, and Facebook. www.extrahop.com
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